Recently, the concept of 'Image Steganography' is became an important issue in the computer security world. Image steganography simply means hide some secret data into an object. The object can be a text, an image or a sound, but the most popular cover object used for hidden secret message is images. On the other hand, to detect these hidden messages, many methods and techniques can be used as well. However, the procedures of detecting any hidden data, is called 'Steganalysis'. This paper focuses on creating stego-images through hiding secret messages into clean images. It also reviews some image steganography methods and tools. In order to create a number of stego-images, three steganographic tools are used. They are: OpenStego, S-Tools and F5 algorithm. With respect to the hidden data, one and more hidden data file is embedded. In addition, testing for differentiating between stego-images created and the clean one is presented.
Introduction
Steganography is an important research issues in computer security field (Johnson and Jajodia, 1998; Provos and Honeyman, 2003) . Steganography is the science of communicating secret data in an appropriate cover object. The word steganography is derived from the Greek words "stegos" meaning "cover" and "grafia" meaning "writing", defining it as "covered writing" (Johnson and Jajodia, 1998) . Steganography and cryptography are having the same goal, which is securing messages. However, they are not the same. Cryptography scrambles a message so it cannot be readable. Steganography hides the message so it cannot be seen (Hmood et al., 2010). There are four types of the cover objects, which are image, text, audio and video. According to these different covering objects; there are many types of steganography, such as image steganography, steganography in txt files .etc. (Johnson and Jajodia, 1998 ; Al-Ani et al, 2010). Different types of image steganography methods and tools are briefly presented in this paper. Also, some steganographic methods are used to create verities of stego-images. Then testing and analysing them. The most popular cover object used for hidden secret message is images for many reasons. Images are widespread on the internet; also they can be used as carrier objects without raising much suspicion. In addition, image files have a lot of capacity for modification without noticeable damage to the content (Duric 2004 ). In terms of digital images, different image file formats exist and most of them are used for specific application. However, JPEG and GIF are the most dominant. Different steganographic algorithms exist for these different image file formats (Morke et al., 2005) . On the other hand, compression plays a very important role in the choice of steganographic algorithm. Lossy compression techniques give smaller image file sizes, but due to the fact that excess image data will be removed the possibility that the embedded message might be partly lost is increased. Although lossless compression does not produce such a small file size, it keeps the original digital image intact without the chance of losing any of the hidden information (Morke et al., 2005) . This paper is focusing on creating stego-images using OpenStego, S-Tools and F5 algorithm. In addition, the differences between a clean image and its stego versions are tested through comparing the entropy values.
Image Steganography Methods
In recent years, the number of steganography software that has been issued publicly around the Internet has 
e) Other Categories
Besides the categories mentioned in the previous section, there are few steganography tools based on the video compression encoding and the spread spectrum technique. 
Creating Stego-Images
In this paper, some secret text or image messages are embedded into clean images to produce varieties of stegoimages. The three steganographic tools selected are OpenStego, StegHide and F5 Algorithm (see figure 1) . These tools are implemented into many clean images to embed secret data. The first tool used in this work is OpenStego. This steganographic tool is written in pure Java and has been tested on MS Windows and Linux. It uses (Data Encryption Standard) DES algorithm for data encryption and supports two steganographic plugins, which are LSB (Least Significant Bit of Image Pixels) and Random LSB (Randomized LSB). So this tool provides hiding data capabilities using two different methods. Different types of these clean images are used with the two steganographic tolls, including colour images and black and white.
The images file types we used are JPEG and BMP. However, in order to have a different collection of stegoimages, we have embedded single and multiple hidden messages to test our steganalysis system later. The purpose of hiding multiple secret messages is to test our steganalysis system later if it can detect the two different types of hidden messages. On the other hand, the image format used with F5 algorithm is JPEG, black and white and colour clean images. Figure 6 shows the clean images used with this algorithm, and figure 7 shows the hidden data files used here. 
Results
The stego-images (shown in figure 8 ) are created by using OpenStego tool. This tool uses the method the LSB method, which replaces the pixels' LSBs with the message one by one sequentially. In figure 8 (A) one file is embedded into the clean images.
However, in figure 8 On the other hand, the stego-images (shown in figure 9 ) are created using S-Tools. One and more hidden files are embedded here into the clean images as well. S-Tools work by the LSB steganography method. Furthermore, figure 10 shows the stego-images created using F5 algorithm. 
Stego

Testing and Analysing
Testing and analysing have been done for some stegoimages through entropy. The increase of entropy in the clean image means presence of some small object with different intensity. Therefore, the entropy here will be considered as a measure to simply test the differences between the clean image, its stego versions, and between the stego-images themselves (Geomatrix UAB 2010; Pluim et al, 2003 Besides, the entropy values are quite increased in the three stego-images. The entropy value for stego2 and stego3 is quite the same.
Conclusion
This paper briefly reviewed steganography, its tools and its methods. OpenStego, S-Tools and F5 algorithm are used to embed some data into the clean images selected.
The main goal of this paper is to create a collection of stego-images with one and more data files embedded, using OpenStego, S-Tools and F5 algorithm. Besides, stego-images resulted are shown in the results sections. In addition, analysing and testing the differences between the clean images and their stego versions. Testing and analysing for the clean and stego versions is done through comparing the entropy values using MATLAB.
